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Connecting to UNOSECURE using Windows 7

1. Click the Wireless status icon on the task bar.

1:30 PM

e s 500

2. Select the unosecure connection and click connect.

Not connected

dﬂﬂ Connections are available

Wireless Network Connection

unosecure “‘“ ‘

[V] Connect automatically

unoguest ::1“

Open Network and Sharing Center

3. Enter your UNO username and password. Click OK.

Network Authentication
Please enter user credentials
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.'_'u name
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4. A new window will pop up. Click Connect.

The Credentials provided by the server could not be validated. We recommend
that you terminate the connection and contact your administrator with the
information provided in the details. You may still connect but doing so exposes
you to security risk by a possible rogue server,

Details

If you still cannot connect after following these steps, do the following:

1. Go to the Start menu and click Control Panel. In the top right corner of the new
window, select view by Small Icons from the drop-down menu. Then, double-click on
Administrative tools.
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2. Inthe new window, double-click Services.
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3. Then, scroll all the way down and double-click Wired AutoConfig.

[ File Action View Help
e |[E =z BHm »rann

|, Services (Local)|

~

Select an item to view its description.  Name ‘ Description  Status Startup Type  Log On As

}. Windows Firewall ~ Windows Fi...  Started Automatic Local Service

., Windows Font Ca... Optimizes p... Manual Local Service

« Windows Image A... Providesim... Automatic Local Service
"i.q, Windows Installer ~ Adds, medi... Manual Local Syste...
%, Windows Manage... Providesac.. Started Automatic Local Syste...
’-'x Windows Media C... Windows M... Manual Network S...
. Windows Media C... Starts and st... Manual Network S...
’.ﬂ Windows Media P... Shares Win... Manual Network S...
:‘q Windows Module... Enablesinst.. Started Manual Local Syste...

(5 Windows Presenta... Optimizes p... Manual Local Service

 Windows Remote ... Windows R... Manual Network S...
7 Windows Search Provides co... Started Automatic (D... Local Syste...
2% Windows Time Maintains d... Manual Local Service
% Windows Update  Enablesthe.. Started Automatic (D... Local Syste...
L5 WinHTTP Web Pr...  WinHTTPi..  Started Manual Local Service
£, Wired AutoConfig  The Wired ...  Started Automatic Local Syste...
5 WLAN AutoConfig The WLANS... Started Automatic Local Syste...
’.'; WMI Performance... Provides pe... Manual Local Syste... |i
Workstation Creates and... Started Automatic Network S... |=
5 WWAN AutoConfig This service ... Manual Local Service _
< m | »
\ Extended /{Standard /
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4. In the new properties window, set the Startup type to Automatic. Then, click start

under Service status. When the screen has updated, click OK. You can now close the

Services window and click the back button to get back to the Control Panel.

UCC Help Desk
helpdesk@uno.edu

Wired AutoConfig Properties (Local Computer)

General l Log On l Recovery l Dependencies |

Service name:  dot3svc

Display name: Wired AutoConfig
Discidkiaie: The Wired AutoCorffig (DOT3SVC) service is -~
eReeon responsible for performing IEEE 802.1X

Path to executable:
C:A\Windows'\system32'\svchost exe « LocalSystemNetwork Restricted

Startup type: Automatic v

Help me configure service startup options.

Service status:  Started
Start Stop Pause Resume

You can specify the start parameters that apply when you start the service
from here.

o) [ ] [
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5. Change to view by Categories and double-click Network and Sharing Center

6. Then, click Manage Wireless Networks on the left.
- - - Tl =1 Eln
P seam s . —
@u' 5 > Control Pacel » All Cortrol Panel emi » Network and Shaing Center v b9 || Sevnt Contrax Pame )

L

Control Panel M . 3 ‘ .
o oo View your basic network information and set up connections

Manage wireless networks & x ‘ I See full map
Change adapter settings RED o
Chenge advanced shanng (This computer)
settings
View your active networks Cornect to » network

You are currertly not connected to any networks.

Change your networking seftings

t. Set up @ mew crneechion of network
-
Set up » wirdless, broadband, dal-up, od hoc, or VPN cormecton: or set up 8 router or access point

Lonmect 1O » netwark

Connect or reconnect to » wirebess, wired, diaf-up, or VPN network connection

* Cheose homegroup and shanng options
Access files and ponters located on othver netwerk computers, of change shanng settings.
i Troutinthect problemy
Puagnose and repair rtwork peoblems, or get troublmhocting infoemution,
e it
HomeGroup
Intermet Optsany

Windows Frrewall

7. Click Add.
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| Windowy tnes to connect b= theve netmarks o Yhe oodes Inted Below.
Add  Asepter properties  Profietypes  Network and Shavng Center " ‘
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8. Inthe new window, click Manually create a network profile.

' Di g 3

u 1! Manually connect to a wireless network

How do you want to add a network?

ALk Manually create a network profile

¥ This creates a new network profile or locates an existing network and saves a profile
for the network on your computer. You need to know the network name (SSID) and
security key (if applicable).

A Create an ad hoc network
This creates a temporary network for sharing files or an Internet connection
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9.

The Network name is unosecure. Set the security type to WPA-2 Enterprise and the
encryption type to AES. Also, check start this connection automatically and Connect
even if the network is not broadcasting. Then, click Next.

o] |

Enter information for the wireless network you want to add

Network name: unosecure

Security type: [WPAZ-Enterprise ']

Encryption type: [AES vJ

Security Key: Hide characters

[¥] Start this connection automatically

[V]iConnect even if the network is not broadcasting

Warning: If you select this option, your computer's privacy might be at risk.

[ Next ][ Cancel
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10. Click Change connection settings.

) ! Manually connect to a wireless network

Successfully added unosecure

= Change connection settings
Open the connection properties so that I can change the settings.

Close
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11. In the new window, check Connect automatically when this network is in range,

Connect to a more preferred network if available, and Connect even if the network is
not broadcasting its name (SSID).

>

% N
unosecure Wireless Network Properties ld—hj
Connection | Security |

Name: unosecure

SSID: unosecure
Network type: Access point
Network availability: All users

[¥] Connect automatically when this network is in range
[7] Connect to a more preferred network if available
[V] Connect even if the network is not broadcasting its name (SSID)

[T]Enable WLAN connection settings

Configure..,

' | ok || cancel
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12. Click the Security tab at the top of the window. Set the Security type to WPA-2
Enterprise and the Encryption type to AES. From the Choose a network authentication
method drop-down menu, select Protected EAP (PEAP). Check Remember my
credentials for this connection each time I’'m logged on. Click Settings.

& "~ h
unosecure Wireless Network Properties ld_hj
| Connection | Security |

Security type: | wWPA2-Enterprise v

Encryption type: [AES 71

Choose a network authentication method:
[Miaosoft: Protected EAP (PEAP) v] [ Settings

[7]Remember my credentials for this connection each
time I'm logged on

[ Advanced settings ]

[ OK J [ Cancel
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13. In the new window, uncheck Validate server certificate. In the Select Authentication
Method drop-down menu select Secured password (EAP-MSCHAP v2). Click Configure.

Protected EAP Properties Iﬁ

When connecting:
[ validate server certificate

Connect to these servers:

[} AddTrust External CA Root

[7] America Online Root Certification Authority 1
[7] certum ca

[7] class 3 Public Primary Certification Authority
|:| DigiCert High Assurance EV Root CA

[7] Entrust.net Certification Authority (2048)
[7] Entrust.net Secure Server Certification Authority -
4 | i | 3

*

am ]

Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:

[Secured password (EAP-MSCHAP v2) v] [ Configure...

Enable Fast Reconnect

[] Enforce Metwork Access Protection

|| Disconnect if server does not present cryptobinding TLY
[T] Enable Identity Privacy

Ok ] [ Cancel
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14. Uncheck Automatically use my Windows logon name and password (and domain if
any).

.
EAP MSCHAPV2 Properties )

When connecting:

— Automatically use my Windows logon name and
I password (and domain if any).

| oKk || Cancel |

15. Click OK on all open windows to close them out.
16. A balloon asking for additional information should appear. Click it.

AL¥ Additional information is needed to connect unosecure. ™ *
Click to provide additional information.

-

1226AM |
3/29/2011

17. Enter your UNO username and password. Then, click OK.

— .
e

Network Authentication
Please enter user credentials

‘ ’J;’-EI’ name

J[ Cancel ]

The computer should now connect to the UNO Secured Wireless Network with WPA2
Encryption.

If you encounter any trouble, feel free to contact the Help Desk at (504) 280-4357 or by email
at helpdesk@uno.edu. You may also stop by the Help Desk, located in the UCC Room 101.
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